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Design of Attacks Detection Model of Distributed Denial of Service
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Abstract: To effectively detect whether the server was attacked by distributed denial of service (DDoS) , we

designed a DDoS attacks detection model based on the naive Bias classification algorithm. Firstly, five kinds of

data with obviously changed characteristic in DDoS attacks, which were obtained from the large number of

server data packets, were chosen as the basic parameters and divided into two categories of being attacked or

not. Then, the conditional probability of each characteristic was calculated by using normal distribution function

to fit the characteristic parameters. Finally, whether the server was attacked or not by DDoS was judged by

comparing the two posterior probabilities of the selected test data based on the Bayesian formula. The model

established by C+4+ code ensures the effective detection of DDoS attacks with higher accuracy via the MATLAB

simulation experiments.

Keywords: DDoS attacks; naive Bayes classification algorithm; feature data; normal distribution function;

detection model
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Fig. 1 Schematic diagram of DDoS attacks

iy 3 e MRAFAE R GEMR 55 22 4 T 1 114 i
55 A s AL, IR 2N S T B A K A P A
P Bk R, KAEHL#RE o Bk SR AT AL, $hAT
i AT 55 i, Tl 3 i o o o E AL )
A Tt i 4 5 Mok EAE L% 2ol AT AL,
il HE At T B B A s o 1 Ty A HL A
A T i i 4 I, Bedi 2 mT S5 P R g IR 2%, LA

2 ETHMENRMHEEZET DDoSIX
o R AR B it
2.1 WENMEHEEZX
FNEE DL o L A 2 D B
BN e s BE A, A DL A A S
MR, B G 8 T — R AR R ik PR
A K G A AR N IZ X R | 2. Ah R
DU 43 208 R e/ Vi IR R T L Bk
2.1.1 Mo AX WA, BREPAHEHLE I E
P(A)>0 ,# P(BIA)=P(AB)/P(A) N1E 1A 5
F B &A= B 2 A K. TRl #L, P(AIB) =P (AB)/P(B)
RAEFZAE BT A KW SRR, WA A
RIS
P(AB)=P(AIB)P(B)=P(BIA)P(A) (1)
WS R — S5 EMAEA =S|, By, By, -+, B,
W E B —HF A, B BB=0 (R B, B2 A H ph S
) Li=1, 2, =, n,j=1, 2, =, n; {5 i FljAS [] B B
[d] — A BBUB,U - UB,WWH B, , By, B, Wk
AZS[E] S B — R 5y MAFEA N ERFIE, B,
By, B, R EFEAZS 8] S (1) — A% 43, H P(B.)>0
(i=1, 2, =n) WA 2HRA
P(A)=P(AIB,)P(B,)+P(AIB,)P(B,)+**
+P(AIB,)P(B,)=% P(AIB,)P(B,) (2)
HRAE B A MR A (1) R AKX (2) S
ﬁﬁ%ﬂ
P(AB,)=P(AIB,)P(B.)=P(BIA)P(A)=

P(BiIA) Y P(AIB)P(B)) (3)
Jf HAF ) DR H 2 5
P(Bi1A)=P(B,)P(AIB,)/P(A) (4)

P(B)FmFeh B RIS P(A) 2o 14
AR P(AIB) FoREFAF L EMTE LT,
HAUFA KRR, P(B) (P(A) N E Y 5 5 4%
K, P(AIB) J AR %. P(BIA) Fon e S E A R A=
PG O T, Fe 4 B R A IR, P(BIA) R il 2R B
() I Sk 6.

2,12 AbEF R ebAr o K B% s FHANE ki
Oy ARV — AR AR B A e S
1 Z 18] 1 G Z A EL kST
TEBCTH AN DL o0 26 B, 5 IR SIS A
VR MSTIEARAE AL A, - AL, THER S L
P(AIB:)=P(A\IB,)P(A,B,)-+-P(A,IB.))  (5)
LUt A 2 (4) 45
P(BIA)=P(B:)P(AIB:)/P(A)=
P(B) II7_, P(AIB)IP(A) (6)



5 13]

By, 45 - DDoS T A AR Y A 53 93

RIS, AT 43 53R AR 5 e E 232 P(BIIA) ,
P(B,JA) , -, P(BJA) WA 5 B A i m R
B, AW e A R AR W —A 344 B i
Gl Y22 0 S (Y VA EESP S 8

FESZ BRI, BT E s, 2B PCA) Ry A [
1B, DUIHE 53 et ] 4 % R 0 20 R, 75 AN 52 T 235 21
SN TR oy = ISR 08 S/ W R e |
Tits .

P(BIA)=P(B) IT]_, P(4B,) (7)
BN R 55 7 51 20 (R AR R S BN 1 TR
T 4% i % TCP & 4 80 . TCP 85 3 801
K R AR Ry i SRR . G TR S AR B
SR ML AR, AR S AR B B O IE S
A, R REA T3 3808 R 0 25, i 75 31 1E 45
AT (0 PR A AR S RRE, TR R
JE R M, B A PR AR R

*1 BREBVSH
Tab. 1 Datas of Server

153 F) DDOS Wity CEStYES TCP B g TCPEEHAIIG AR CPU A IR WA R
£3
attacked by DDoS occupancy rate of growth rate of TCP occupancy rate  occupancy rate of
TCP links/piece
or not network/% links/% of CPU/% memory/%
yes 95 637 235 97 93
yes 87 592 296 90 79
no 60 210 90 68 57
no 49 69 63 57 31

1 M 55 25 52 B0 A G0, R 2% 5 R
EIES, B Au=0.92, 7 % Ho’=0.8. 24K
2% 3R 0.95 B, H AR 324 24 0.795 3.

—(0.95-p)

POR% S RIZ R ) =——e * =~

210’
0.795 3

LN i -8 S SN U T I RU N BT BURE
THE S RVRAIE i 1 SR 25 5 B A 32 B0l
1 S 30 HE 2R, BRI DO i A 515 S AR, X
IR 55 25 2 75 32 B oo A 0 1.

P(Z BT 1 4 (5 3R, TCP BEH250, ++, Y
e )

=P 2% 5 R15Z2 213508 ) - PONAE S A
RIZ A P(Z ;)

PORZ I I 45 (5 32, TCP B H24, ++, Y

i )
=P %% 5 R IKRZIGE) - PONAE b H
RIKZHE ) PORZIHE)

e, LB P32 B B0k I 2% 5 3, TCP 4% 4%
B, RS TR 5 PORZICE 1IN 5 R,
TCPFEAEL, -+, A TR B RN R e 4
e AR R A R k.

ANZE DL A3 284 I BE T 250 3R

1) WSS I 4 U 0B < A RICBCHE ) 32 RO
R8T O] 2 [ e s DA E 7 (C A S8
IR 7 4K B 22 21 SRR AE 5000 | 326 LA 3080 A 7 32 T

RS B AR Z Il R & IR T B R 28
PR, SR Ja X ECHE HEAT 0 Y R 3k 5 A R0
FEIEECHE

2) YN B ds - BEALARE GRS 70 B bRl iy 2 41 5
FROEECHE | 43 9550 8 78 32 B 0 5 R 52 ot 4y
JEN, I SR ST RRAE S8R0 45 SR AR

3) 43 A MR EFE R 2 5 U1 2k 0 B 3#E 47
B, 15 5 B DLAR R I S R 1Y A 2 A5 R
Gt It AT B TR 0 HER .
2.2 DDoSHH#& il #R Y i% 1t

DDoS T o 465 A5 7Y 1) 5 13 i 4 81 2 i 7w

XPAS TR B0 T i £ 0 R 47 20 K prid Ja , 48
WA OB I Bl AT IR oy A LA 45 2]
RO () 2 P HE R . R4S A 15 B Y S SR AR
FIFH AN 2R ULt B 23 2 Sk A7 43 0. 45 300
B ¥ 53 k2 Yoy 5 R 2 B0 R G AR
Fb 85 R /N I 15 1 o 45 R B IR 55 2 2 1 A2 2
Yeile , PR o 2R 45 1 5 S bR (a A8 b A 2 ik 45
A BEIA BRI R PR BOT S PR A , o Of i ik
PEEAE W0 280V, PR UCGHEAT IR 5 8 DU 25 Rk 3
T EE K, W)t DDoS T i A I 455 78 38 1 JE A% 1l
. 3T H bR RS 25 16 32 2 DDoS T iy 1) B4l 26
P, B A A A R B R 2% 5 T TCP %
P TCP BB G 2 CPU 5 T N A i
HRAF 5 PVRRE B AR S A 2R s . — L 3E L 600 21
FEA G AL, Horb BE AL 5 52 o RS 9 B0l L
FLAE A 2 B RS BB 5 X T B 5 R R



94 WU TFR R4

ERIE S

TG

4
PIBCAE

il Xt R AT B A i

RAFFEA K

A4

Wi WL BBOAT 23R8 147 )1 2
v
FHB) 2 AR 19 A5 AR

I TEICR T Bl AT

o EI AL SR

B2 DDoSH &AL ITRER
Fig. 2 Design flowchart of DDoS attacks detection model
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Fig. 3 Simulation diagram of DDoS attacks detection model
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